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Misconfiguration Caused Data Breaches

Abstract: Misconfiguration caused data breaches and downtimes are a rising problem in
production systems for companies of all sizes. Although the spending on tools in the space of
cybersecurity and DevOps is growing, misconfigurations of the simplest kind seem to still
make it through the checks and into the news. This indicates that the current process and view
on configuration security is flawed.

In this talk we're going to present our observations about the handling of configurations in the
industry, the complexity of even small systems, and how technical, as well as human factors
contribute to security issues. We will conclude by outlining how an equivalent of the concepts

of advanced SAST for configurations can be the way forward to better the security posture of
organizations.
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